Background and Objectives: Despite the innovative technology availability, however, the functionalities of usefulness are limited and not been explored in Saudi Arabian hospitals. This study aims to determine the extent and diffusion of Electronic Health Records (EHR) in public hospitals in Saudi Arabia and to explore the main obstacles, and problems of adopting EHR in these hospitals.
Introduction
With a goal to achieve paperless or complete EHR, the adoption of EHR started in most countries around the world. Meanwhile, the work on adoption of EHR passes through stages and phases, and this resulted in differences in the adoption level from one country to another, and between private and public sectors, and among hospitals. The last fact is influenced by many technical, managerial, and financial factors and leads to a need for studies to evaluate and document the experience obtained along the journey toward full functioning EHR (Ferris, Shields, Ph, Rosenbaum, & Blumenthal, 2009) . Moreover, such studies reveal different lessons that can be used to accelerate and enhance the pace of getting benefits from these systems (Catherine, Affairs, & Vol, 2015; Ferris et al., 2009; Middleton, Hammond, Brennan, & Cooper, 2005) . Periodic progress reports on what is going on the EHR adoption scene in Saudi Arabia government sector, and how the process of adoption moves toward its goals is the concern of this work.
From the available research work, it is clearly seen that despite the good understanding of the benefits of electronic health records among different healthcare providers (Birkhead, Klompas, & Shah, 2015) , and a noticeable increase in the adoption of EHR by different health-care workers, the process of adoption of electronic health records, in general, still slower than expected or projected especially in rural and small hospitals (Catherine et al., 2015) and will have to accelerate above its current pace to achieve the goals of complete paperless EHR within the planned time frame (Adler-milstein et al., 2015; Jha et al., 2018) .
Starting from early years of the current century, many research works were carried out to evaluate the level and extent of EHR adoption in the US, where the emphasis is on what had been achieved and how to accelerate the adoption process (Middleton et al., 2005) . Nowadays, and looking back to what was suggested and what was done during the last 15 years, it is clear that most of the recommendations of earlier works found their way to real life of many hospitals in US.
According to the Center for Medicare and Medicaid Services CMS, there has seen unprecedented growth in the adoption and meaningful use of EHR in USA. Between 2009 and 2012, EHR adoption nearly doubled among physicians and more than tripled among hospitals (Tagalicod & Reider, 2013) . This is a result of the decision to direct additional funding and incentives to "adopters" of EHR and follow the concept of "meaningful use" by the year 2014 (Tagalicod & Reider, 2013) . Based on the Canada Health Infoway Annual Report 2014-2015, this success is also seen in Canada, the National Physician Survey revealed that 77 percent of family physicians were using EHRs, triple the number from 2007 to 2014. Locally in Saudi Arabia, Ministry of Health (MOH) starting from the early days of new century recognized the importance of transforming the health sector into electronic based automated healthcare provision system. In 2011, MOH launched the National E-health Strategy according to which there are two phases: each one extends for five years to get the goals reached (National E-health Strategy, 2011).
Many research works were done and continue to appear about different aspects of EHR. Most work of researchers was focused on benefits of using the new system in this or that context (Ben-assuli, 2018) , but a new line of research work nowadays went deeper into exploiting the benefits in diagnosing and analyzing different medical causes and phenomena using the tools and data provided by EHR systems. For example, there are many articles that discuss the issue of quality control and monitoring using EHR (Frederick, 2018; Rowland et al., 2018) , while other articles investigate the use of for example the built in features like alerts to improve documentation and counseling (Bae, Huerta, & Ford, 2016) , or alerts to predict mortality among patients (Khurana et al., 2016) .
Other authors even come to conclusion about using of EHR for interventional studies and prospective trials at the point of care and the impact of EHR on population health and other related problems (Sutherland, Kaelber, Downing, Goel, & Longhurst, 2016; Webber, 2016) . Hence, it is expected that the potential of EHR will be more and more explored and it will not be very far when the connection of EHR data to intelligent decision support systems will be part of most if not all treatment stages.
The difficulties of adoption are common in literature. Many research articles focus on these problems and they suggest some solutions (Alharthi et al., 2011; Jabali, 2017; Love, 2016) . In this regard, Adler-milstein, et.al 2015, explored obstacles related to financial allocations, physician cooperation, and complexity of achieving goals in the projected time frame in USA. Few studies explored these challenges in Saudi Arabia, and not yet been explored in the EP. This study aims to explore the diffusion, obstacles, and problems of adopting EHR in the EP hospitals in Saudi Arabia.
Methods

Design
This a cross-sectional survey conducted in Saudi Arabia. Cluster random Sampling used to classify the country by regions and the hospitals by hospital size. The study was carried out in the EP of Saudi Arabia and covered only medium and large public hospitals of the region. Based on the current medical research medium size hospitals refer to those hospitals have 110-199 beds (Jarrar, Abdul Rahman, & Shamsudin, 2015) . The large hospitals are defined in this study as those with at least 200 beds. The study was carried out using a web-based questionnaire. The targeted category of people was the heads of information technology departments in these hospitals. The survey time started in May 2014 and ended in July 2014. The project is part of a periodic progress assessment of different aspects of EHR in the region, and it is planned to carry out similar studies periodically to track the developments in the field.
Data Collection
The final version of the survey used in the study was adopted after deep review of previous studies performed in the region and in different countries. This review resulted in consideration of new aspects related to public sector hospitals. Moreover, new questions were added to address those aspects like multi-branching i.e. hospitals with more one branch in the region, ownership and the questions related to assessment of EHR by the Health care Information Management systems society (HIMSS).The web survey software, SurveyMonkey©, was used to develop the questionnaire. According to Saudi MOH Statistical Book 2013, the number of public hospitals in the EP is 18 with 3,056 beds or 10.4 beds per 10,000 populations. These hospitals are different in many aspects, like number of beds, number of outpatient clinics available, some of them are classified as general and others as specialist hospitals. In this study, only those hospitals with 100 beds and over were targeted. Here, it was revealed that 15 of these hospitals (83%) are medium and large hospitals. Electronically, the survey was sent to the information Technology (IT) heads of these hospitals, and all of them were responded and completed the survey.
Validation checks were included in the data capture template to reduce data capture errors. For hospitals without an internet connection, the questionnaire was sent by e-mail or fax. The obtained data was reviewed and analyzed with the help of Microsoft Excel and the results are presented here.
Results
A total of fifteen medium and large public hospitals participated in the study. There were five (33.3 %) specialist hospitals while the 9 (60 %) hospitals were general hospitals and only one (7%) is a university hospital. Regarding the location of the hospitals, three (20 %) are in one city Al-Khobar, other three in Dhahran, while 6 (40 %) are in Dammam and the remaining three hospitals are located in Ibqiq, Ihsa, and Qatif. Regarding the size of the hospitals, it is revealed that 9 of them are with number of beds between 100 and 300 beds, while 6 are with more than 300 beds.
The IT heads are of different background and qualifications. Three of them are of computer science and engineering professional background, two with medical and allied medical sciences, while two are from health information management field. From the other side, most of the responded hospitals 12 (80%) had more than 10 full time staff in the EHR Department and this could be an indication of the level of services delivered by these departments. Answering the question about the type of EHR of these hospitals, three responded that their systems are in-house developed, two are from-on-the-shelf, and two did not specified.
The answer to the main question about the level and extent of the adoption of EHR in public hospitals is shown in Table 1 . Here it is revealed that from the responding hospitals, only seven hospitals (46.6%) had a complete HER system and the implementation is running. Four hospitals (26.6%) are progressing in the implementation of EHR systems, three of the hospitals (20%) completed the implementation but their systems are not yet running, and one hospital doesn't yet started the implementation of EHR. Vol. 10, No. 4; The number of functionalities in operation is better than in governance and support (not adequately regarded for decision support of communications). This is seen in the fact that more than half of the hospitals are using the main ancillary subsystems of EHR to enter, obtain and review radiology, pharmacy, and laboratory orders and results. More advanced functionalities like, reviewing progress notes, receiving drug-allergy alerts and drug-drug interaction while writing prescription are less used. Giving physicians and patients outside accessibility to EHR besides using SMS, email, and Facsimile notifications is rarely used. This may be due to problems and difficulties related to the availability of internet services, and the fact that still most people prefer to use direct voice call for communications about their health issues.
As shown in Figure 1 , a surprising finding is that the majority of the hospitals IT managers, two thirds, consider their EHR system "secured" despite the fact that a number of respondents admits that their security mechanism did not cover all threats. There is no agreement among respondents about the use of such mechanism like 'backup and disaster recovery' which can be considered as one of the basic functionalities to secure any IT system. Moreover, the situation about commonly affecting malicious malware like phishing, flooding, snatched websites, spam filtration, and denial of access attacks is not good. The awareness regarding so called "Public Key Infrastructure" security instrumental tool is absolutely problematic, none of the IT heads of the hospitals positively responded on the availability of such mechanism. This may show that there is not a clear understanding of some kinds of threats and the mechanisms required to deal with them. Hence, the results indicate clearly on the necessity to develop training programs for staff in these areas. 
Discussion
The adoption of EHR is becoming faster and more subsystems and functionalities are emerging into real life. It is required for optimizing the clinical outcomes, quality and safety (Boonstra, Versluis, & Vos, 2014; M. Jarrar, Abdul Rahman, & Don, 2015) . However, the results show that hospitals are required adopting more and more EHR and EHR functionalities. A periodic assessment of EHR status should be performed in addition to or part of an encouraging/ enforcing policies that can significantly increase the rate of adoption of EHR systems. The study results are consistent with previous studies (Catherine et al., 2015; Ferris et al., 2009; Rowland et al., 2018) , several obstacles limiting the functionalities of using the EHR in the decision support, documentation functions, communication tools and other additional activities which is necessary for optimizing the outcomes of health services provided. It is required to conduct training for healthcare providers to optimize the functionalities of EHR is the EP hospitals. Managers and policymakers can benefit from the study by facing obstacles and general challenges of problems like resistance to change from the medical staff in using the information technology, low and weak financing, and train technical supporting staff for adopting HER. The awareness among the hospitals' IT heads, regarding the benefits of using the electronic records was very limited in the EP. This was consistent with the previous studies (Ben-assuli, 2018; Ferris et al., 2009 ). Allocation of resources required to fund training workshops for the frontline worker as well as leaders in the hospitals in EP. Several studies agreed the benefits of using the information technology and HER in hospitals (Gray et al., 2014; Nguyen, Bellucci, & Nguyen, 2014; Yazici, 2014) . This can secure the confidentiality of patient records as well as provide a historical progress of the patient that can be used for continuity of patient care or for conducting longitudinal researches.
The study is cross-sectional and limited to EP in Saudi Arabia. Further study required with larger sample size by including hospital leaders from the hospitals in the other rejoins in the kingdom to specify the exact obstacles. Further, the study was limited to the medium and large size hospitals (hospitals with more than 100 beds). Future research required to explore whither large hospitals are more likely to have established HER than small hospitals. The study surveyed one teaching hospital, which is not compared with other 14 non-teaching hospitals (the response bias will be misleading). Interesting future research required to explore the hospital teaching status and its association with the adoption and functionalities of EHR.
Conclusion
This study explored the functionalities and obstacles of adopting EHR in the EP hospitals. One of two medium and large size hospitals in the EP is using the EHR. However, there are advanced functionalities like, reviewing progress notes, receiving drug-allergy alerts and drug-drug interaction while writing prescription were rarely used. Managers and policy makers can require allocating resources to train staff and encourage them using the hospital facilities and information technology in order to enhance the outcomes of patient care and maintain the confidentiality of patient records.
